ENARA

CRoRbAE

= Cryptographic enforcement of role-based access control to sensitive data
= Transparent column-level encryption for SAPERION®’s EDMS

= Privacy enablement for confidential data in any SQL database

= Encryption of persistent data and data in transit

Protect Metadata Through Selective Encryption

Metadata, or the indexing information that is attached to every document, is often stored in a SQL database. Access to the
database is available to any insider with administrative or DBA privileges. Unauthorized external intruders may also be able to
read, acquire or modify this data as a result of a network vulnerability or through having contact with the database server. The
“Separation of Duties” can be cryptographically achieved through the use of CipherPlus, securing data in transit from the
client end to the database server, while SAPERION® administers the audit trail, real-time replication, data mirroring, and full

disaster recovery functionality.
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Ensure Privacy Policy Adherence and Legislative Compliance

Private and public institutions are becoming increasingly concerned about the risks associated with unauthorized access to
databases containing sensitive client information. Corporations, especially in the financial industry, are working to address
corporate privacy and legislative compliance concerns relating to the introduction of VISA's CISP, the Sarbanes -Oxley Act, the
Gramm Leach Bliley Act (GLBA), and SEC Rule 17a-4. According to industry risk managers, between 40% and 60% of the
threat to sensitive data comes from internal sources.

California’s new privacy legislation, SB 1386, mandates that stakeholders be notified immediately upon discovery of a
security breach if the stored data has not been encrypted. Unique identifiers such as social security numbers, driver’s license
numbers, account numbers, credit card or debit card numbers and state identification card numbers are specifically designatec
as “personal information”.
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Without CipherPlus, all database information is available
in clear text to both authorized and unauthorized users.



SAPERION®

Document Imaging, Document Management, & Workflow
Integrated with: SAP, Lotus-Notes, CRM, & other applications
for Financial Institutions, Government, Hospitals & others.
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CipherPlus

Any number of index fields can be automatically encrypted on
the client side and sent securely to the SQL database.

"I 2:Data in Table "ENACCESS' in 'SaperionDB' on ‘(local) -101 i
B EwE | &Y |2 K| |
BCCOUNT|LNAME |FriamE | cREDITCARDNONM | CapDExR [oITy |55n |
[ B [121501 AADGESSCEED Mark | COSE21DCFASA174 CO573FDE Boston CL5728DBERS,
| |275122  BE1C7S8BEOO Graham CAS929DCFISELNC COSCIFDE Chicago |CBSFZ5CIEFSE
| |511398  BADZ79B0AAD Shella  CASF2IDIF3SF135 COSBIFDE San Francsco CHSC23CIEAS
| |G1562  BeDF7EGABBON Peter  CDSFZEDGFISTIBS COSFIFDE New York | CASF2IC3ECS|
| |zz5819  BODOFESE7AD  Jane | CCSF21DCFASCL30 COS93FDE Miami | CESBZECIEES:
¥ |
= i
| | 7

A2\

ENARA
Tel: 613-261

Personal identifiers are encrypted and role-based access privileges
enforced, securing sensitive information from unauthorized access.
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